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Module 5 Exercise: Open Source Reconnaissance 

Session Objectives 
The goal of this exercise is to determine if there are any systems located at the SNRI that can be exploited. Participants will the SNRI to determine if there is any information about the following: 
	Goal 
	Description 

	Structure 
	Understand the organization’s hierarchical structures, departmental diagrams, as well as where are the physical locations of potential targets. 

	People 
	Phone Directories, email address books, etc. 

	Projects 
	Any information describing current projects or changes to the site? 

	Software/Hardware 
	What machines are used, operating systems, server software, database software, administration policies, security sensors deployed. 

	Geography 
	Where are these systems located on the site 

	Networks 
	Detailed network topologies IP and phone – including firewall, router, and proxy positions. 

	Security Enforcing Functions 
	What types of security systems are deployed at the site? Physical access control password policy, hardware re-use, firewall/IDS, email policies, etc. 


 
The exercise will be comprised of answering a series of questions meant to fill out the above chart with information about the SNRI. 
Background 
Public facing websites are an important tool for companies, organizations, and agencies.  They communicate ideas, opportunities, and benefits they provide to the public.  However, these websites post a great deal of information about company processes, activities, operations, and sometimes about the people.  For example, many large companies will provide a contact page that provides access to information about their employees.  Any user can search for an employee’s last name and discover the phone number and email address.  This information is extremely valuable to hackers and other types of adversaries who are seeking to penetrate networks.  They can use this information to send spear phishing emails in an attempt to get other employees to provide access. 
The purpose of this exercise is to look at several websites that are associated with the Shapash Nuclear Research Institute (SNRI) and identify if there is any information posted on their public facing website that could assist an adversary in gaining unauthorized access to their site. 
 
 	 
Structure and Familiarization with the Target (15 minutes) 
1. Based on the information provided in the website, what are the critical facilities/buildings that work with nuclear material?  Are there any discrepancies between the site description and the website site? 
	 


 
 
2. What type of material does each facility hold?  Based on publicly available information, what facility do you believe is the most attractive to an adversary and why? 
	 


 
 	 
3. Is there any information that characterizes the material at each location (enrichment rates and current total quantities)? 
	 


 
(Hint – there are 2 webpages on SNRI website the goes into greater detail about the site’s holdings.  Is the information posted on the page all the information available on the server or is the server holding back data?) 
 	 
People and Projects and Site Changes (30 minutes) 
1. Is there any information about the people at SNRI?  What about other organizations that are working in concert with SNRI? 
	 


 
2. What projects is SNRI currently discussing and do any of them impact the site’s network, physical security, or other aspects of the nuclear security program? 
	 


 
 	 
3. Do any of the projects provide information about the site, security of building locations? If so, what are they? 
	 


 
4. SNRI discusses the importance of the Anshar Atomic Energy Authority?  Go to their website.  Who Are they and how do they fit in with SNRI?   
	 


 
 	 
5. What is the Glorfindel project and who is involved?   
	 


 
6. Who is Cooperzino and how are they involved in the Glofindel project? (go to Cooperzino’s website)   
	 


 
 	 
Hardware/Software and Geography (15 minutes) 
1. What security issues did the Glorfindel project identify at the SNRI?  What buildings that store material are in the vital area versus the protected area? 
	 


 
2. What type of hardware was suggested by the Glorfindel project to mitigate the identified risks?  What information about those devices can be learned from open sources and where will these devices be located? 
	 


 
 	 
[bookmark: _GoBack]Networks and Security Enforcing Measures (15 minutes) 
1. How is the network laid out at the SNRI and what solutions did Cooperzino implement to make the new security measures more efficient for operations? 
	 


 
2. What security issues do you foresee with this solution? 
	 


 
 	 
Summary and Group Discussion (15 minutes) 
1. What did you learn about SNRI’s security system and security measures from public facing websites?  How do we mitigate risks from public information? 
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